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David Cowen is well-known in the 
computer forensics field, coming 
from the Dallas, Texas area. He 
is the author of two books on 
CDF topics and is currently a 
Partner at G-C Partners LLC. His 
blog, which he shares with Ryan 
Lindsay, focuses on exposing the 
latest threats to digital security and 
is aimed at informing the public 
on their research and how to be 
protect their devices.
You can also find David on twitter 
at: @HECFBlog and on his blog: at 
Hacking Exposed.

5 Mobile Security Apps 

▶ Bitdefender
▶ F-Secure
▶ Lookout for Android
▶ TrustGo Antivirus/Mobile 

Security 
▶ EST Mobile Security

By Madeline Bell
Communications Assistant

 The LCDI is proud to announce that out of the 37 Champlain 
students that work at the center, 15 of them are freshmen. Many of these 
are working as Research Assistants and are working on real projects right 
now. Bringing in a higher amount of younger students has allowed the 
LCDI to expand the possibilities of the center. Student Leads are able to 
act as mentors, and more students are getting hands on experience in their 
field during their first semester at the college. 
 “I took a job at the LCDI because I knew I would gain a ton of 
experience,” said Kayla Williford, a freshman Research Assistant. “We 
work hands on with new technology and software in my field.”
Working so early on in their college careers allows them to have an 
advantage in their classes. This gives them the opportunity to challenge 
themselves further, since they already know at least the basics in their 
majors. 
 “I feel that I have learned more about Computer Forensics and 
gotten more hands on experience than in all my classes combined thus 
far,” said one freshman of their experience at the LCDI so far.
Students are also able to immediately apply what they have learned in 
their classes, so they are always improving in their skills. Because of this, 
the LCDI is very excited to welcome new freshmen to the digital forensics 
team and looks forward to next year’s applicants.

LCDI Encourages Younger Staff 
Members

The Senator Patrick Leahy Center for Digital Investigation (LCDI) is a world-
class laboratory designed to international standards, focused on establishing 
and assisting with public and private sector initiatives surrounding cybercrime, 
digital forensics and information assurance. As a leader in the Digital Forensic 
higher education arena, Champlain College offers students an opportunity to 
learn more and participate in “real lab work” at both the -undergraduate and 
graduate levels. 

http://www.champlain.edu/
https://twitter.com/HECFBlog
http://hackingexposedcomputerforensicsblog.blogspot.com/


By: Olivia Hatalsky
Forensic Research and Development Assistant
 
 My name is Olivia, and I am a current sophomore studying 
Computer and Digital Forensics here at Champlain.  This fall marked 
the beginning of my second year working at the LCDI.  As a first year 
student I began working in our lab during my first semester, and at the 
end of my freshman year I applied, and was accepted to work at LCDI 
over the summer. 

 I have recently finished a research and development project this 
semester that I was a sophomore Team Lead on.  I was honored to have 
this opportunity to be a leader in my workplace, and among my peers.  
The project that we worked on had to do with the newly released Pirate-
Browser from the notorious Pirate Bay.  The browser was created for use 
in countries where Internet Service providers block torrenting websites 
like The Pirate Bay.  The goal with this project was to see what kind of 
Internet Artifacts the PirateBrowser left behind in comparison to Mozilla 
Firefox 23 and Firefox Portable. 

Continued on page 3

PirateBrowser and the Beginning 
of my Second Year at LCDI

LCDI’s Student 
of the Semester

 
 

Nicholas Aspinwall
Nick is a senior from Newton, NJ 
majoring in Computer and Digital 
Forensics. Nick works as a Forensic 
Research and Development Assistant at 
the LCDI, where he is involved in Data 
Recovery and researching new tools for 
forensic investigations. Currently, Nick is 
working on the research project Plaso. 

Q: What’s your favorite part about 
working at the Leahy Center?
It’s a lot of fun and we get to mess around 
the newest tech.

Q: What is your favorite thing to do 
outside of class and work?
I’m a big football fan. I like to go to 
games and relax and watch the games on 
Sunday. 

Q: What would be your dream job after 
graduation?
My dream job would be to open my own 
consulting firm.

Q: What is the biggest challenge you 
have faced in your major? 
Keeping up with the changes.  Everything 
changes so fast, so trying to learn all the 
newest techniques and methods is very 
challenging. 

Q: How did you get started in digital 
forensics?
My friend’s older brother was going to 
school for DF, and he introduced me to 
it in high school.  I thought it was the 
coolest thing in the world. 

In a growing world of smartphones and smart 
devices, privacy is one of the primary concerns 
for the consumers. During the this Fall Semester 
of 2013, LCDI student research assistants 
Alexandra Santiago-Reyes, Colby Lahaie and 
Megh Shah have worked on researching and 
forensically analyzing the Wickr application. The 
application is available for Android and Apple 
devices; which allow the users to send and receive 
encrypted messages, attachments and cloud 
stored data through the application to another 
application user. The purpose of the project is 
to recover data, an integral part of any forensics 
process, as this application can allow perpetrators 
to hide their data with higher than industry 
standard high grade encryption. This project 
can not only help the academic community, 
but also help the investigators or officers in the 
field of computer and digital forensics to better 
understand the inner workings of the Wickr 
application. The forensic analysis was performed 
to examine the ‘Leave No Trace’ process as 
advertised by Wickr for their user’s messages.

Wickr Forensics 
Written by: Megh Shah and Alexandra Santiago-Reyes
Forensic Research and Development Assistants



 Being a Team Lead for the first time was a rewarding experience. It was very different to be the person 
delegating tasks, instead of the person working on the research aspect of the project. I know that having this 
leadership experience now in the workplace has been beneficial, because I can better understand the viewpoints 
of my co-workers who may be my Team Lead on a new project.  Having this experience with deadlines and 
expectations from the leadership point of view in our lab is making me capable of working more closely with my 
peers on new projects.  

 One of the things I love about working at the LCDI, and the reason that I continue to pursue 
opportunities here, is because I am constantly having new, job-related experiences.  I know that what I do at 
LCDI makes me a stronger forensic investigator, because I am constantly exposed to workplace dynamics and 
practices, some of which are unique to the Digital Forensics field, such as chain of custody of evidence, and the 
report writing process.  

 LCDI is preparing me for my career in this field and having these hands on experiences makes me feel 
confident about my future endeavors.

Continued from page 2

PirateBrowser and the Beginning of my Second Year 
at LCDI

US-Ignite Comes to Burlington 
Written by: Carolyn Cote
Technical Writer

 US Ignite works with its cities and commercial providers to improve existing infrastructure and provide 
100+ GB data speeds within selected cities. As a US Ignite partner, Burlington, VT has high hopes for growing 
businesses, expanding research at its colleges and universities, and providing community members with fast, reli-
able internet for everyday use. For Champlain, Gigabit means tapping into previously unavailable resources such 
as Internet 2 and greater internet speeds across campus and in every dorm. At the LCDI, this new change will 
allow employees to work on projects that were previously too large or time-consuming. BTV Ignite will also give 
students at the LCDI the chance to expand their work with CyberSecurity. 
 While still new, BTV Ignite is already making waves within the city. At the annual Vermont Tech Jam, ta-
bles proudly displayed their US Ignite Partner seals, and everyone was asking about Gigabit. The LCDI is already 
planning future projects that will take advantage of the speeds, and Champlain College is discussing the number 
of online courses that could be offered with BTV Ignite. 

http://www.internet2.edu/about-us/
http://btvignite.com/


Security of Mobile Banking
Written by: Kyle Porto
Forensic Research and Development Assistant

 We all use our smartphones on a daily basis, for a variety of things. With the recent introduction of 
mobile banking apps, for both iOS and Android as well as web apps, this makes it even easier to access our 
banking information on the go. Some apps, like Bank of America and Chase allow for electronic deposit of 
checks from mobile phones. As you can imagine there are some concerns, coming from a future forensic 
examiner standpoint. 
 Smartphones today have two main ways to connect to the Internet: Wi-Fi and Cellular data connections. 
Many cellular providers impose caps on our data usage over the cellular network forcing users to connect to 
Wifi wherever available. While this is fine for personal secure networks, checking bank account information 
while either using an application or web interface can be dangerous in an open public network. Anyone with 
mischievous intent could simply open a packet sniffing program, such as Wireshark, and inspect all of the 
traffic on the network they are on, making it easy for someone in an open Wi-Fi, such as a local coffee shop for 
instance, to inspect all of the packets of data flowing through the network. 
 The old saying goes, you can lead a horse to water but you can’t make it drink, so, we can tell you to not 
use Wi-Fi in public places for anything secure, but we can’t force you too; its just simple advice. Using your 
phones cellular 3G/4G network could avoid any cause for concern, but, interestingly enough, you may be safer 
that you think. Student Christina Esprit, a senior at Champlain College did her capstone project on the use of 
mobile banking apps. Ms. Esprit explains: 
 “Using mobile banking/payment applications such as PayPal, Mint, and Bank of America is more secured 
then accessing through the phone’s browser. When the phones browser is used to access, for example mint.
com, an SSL strip attack can be used to keep the phones connection from reaching the secure site. This happens 
because the browser connects to the site, using http first then does a redirect to https. The SSL strip attack doesn’t 
work on the app version of these sites because the applications connect directly to an https site (“s” at the end 
signifies secure). The User should use the application instead of the browser to protect log-in information and 
security codes. However, if the user wishes to use the browser in their device, make sure the HTTPS logo in the 
web address before logging in.”
 Not only would using the application on the device provide safer access to the secure information, 
but using the cellular network to transmit the data would only further ensure the security of your private 
information. While hackers can potentially spoof a cellular network, it is highly illegal, expensive, and unlikely. 
However, it can be done as Chris Paget did in a Defcon presentation. Using open-source Voice over IP software 
and ham radio technology that use the same frequency. His demonstration proved that he could intercept only 
outbound calls but successfully intercept and rout the traffic. While this is very far from intercepting mobile 
network data transmission, it is still a concern but very, very unlikely. From our standpoint, if you use the 
application version of your banking/payment sites versus the web interface, as well as using your Cellular 3G/4G 
connection over Wi-Fi, that’s a safer bet for lower your changes of of data being intercepted.



Champlain College Launches New 
Digital Forensics Microsite
Written by: Carolyn Cote
Technical Writer

Champlain College’s Digital Forensics microsite recently received a total 
re-vamp. Designed with both current and prospective students in mind, the 
microsite provides access to information on academic programs, resources 
available to students, consulting services offered by the LCDI, and bios of 
students currently working within the program. Some of the site’s new features 
include an updated menu and easy-to-access blog page. In addition to the new 
changes, the site is now easier to use and navigate, with drop down lists that 
take visitors to different pages within the site. The new changes and additions 
will streamline the process for students, faculty, and outside visitors to request 
services, view projects, and keep up with the latest blog posts. The site also 
includes a detailed events calendar and ways to connect to Champlain College 
and the LCDI through social media outlets.  
Check it out at http://www.champlain.edu/computerforensics.

Welcome Faculty 
The LCDI would like to welcome two new Faculty Fellows to our team 
this semester: 

Bill Crane: Associate Professor & Program Director Masters of Science in 
Digital Forensics Management and Digital Forensic Science. 

Duane Dunston: Assistant Professor of CyberSecurity. 

Both Bill and Duane will be volunteering their time to aid student 
employees at the LCDI on research and development projects and 
improving our network capabilities. 

LCDI’S CURRENT AND 
UPCOMING PROJECTS:
▶   Plaso 
▶   Data Destruction 
▶   Cloud Forensics 
▶   IEF Mobile Forensics
▶   Google Glass Forensics 
▶   Smart TV Forensics 
▶   Mobile Forensics (Nexus 5) 
▶   Volume Shadow Copy w/ Win 7 and Win 8

All projects and more can be found on our website: www.lcdi.champlain.edu

http://lcdi.champlain.edu
https://www.facebook.com/LeahyCDI
https://twitter.com/ChampForensic
http://www.champlain.edu/computer-and-digital-forensics/contact-lcdi
http://www.champlain.edu/computerforensics
http://www.champlain.edu/academics/our-faculty/crane-william
http://www.champlain.edu/academics/our-faculty/dunston-duane
http://www.lcdi.champlain.edu

